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"
SUMMARY : DATA LEAKAGE /

0SS

* “New” “Term” (“Jargon”) introduced out of post-Enron regulatory-
compliance Sarbanes-Oxley, Basel Il, HIPAA, I1ISO-27001 (17799)
etc

» technically, the issue and concept is not new at all

 term “popularized” in 2006

* S0, what happened to the data? Where did it go?
 Original Security mantra of C.I.A. still applies —

» Confidentiality of the data — STOLEN?
(a copy of it was taken but the original left intact)

» Integrity of the data — DAMAGED?
(corrupted /modified)

» Availability (Accessibility) of the data — GONE?
(destroyed /erased)

8/17/2009
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D.L.P. — per Wikipedia

» A computer security term referring to systems that:
- identify, monitor, and protect
» data in use (e.g., endpoint actions),
» data in motion (e.g., network actions), and
» data at rest (e.g., data storage)

» through deep content inspection and with a centralized management
framework.

» The systems are designed to detect and prevent the unauthorized use
and transmission of confidential information.

= Also referred to by various vendors as
© Data Leak Prevention
© Information Leak Detection and Prevention (ILDP),
© Information Leak Prevention (ILP),
© Content Monitoring and Filtering (CMF)
© Extrusion Prevention System by analogy to IPS

8/17/2009



Comprehensive coverage of confidential data across endpoint,
network, and storage systems - whether the users are on or off the
corporate network. By measurably reducing risk, ... gives
organizations new confidence to demonstrate compliance while
protecting their customers, brand, and intellectual property.

Discover - Discover where confidential data is stored.
Monitor - Monitor how confidential data is being used.
Protect - Protect and prevent confidential data loss.

Manage - Manage and enforce unified data security policies.

8/17/2009



D.L.P. —per Vendor “C”

* helps organizations assess risk and prevent data loss over the highest points
of risk

 safeguards proprietary information against security threats due to enhanced
employee mobility, new communication channels, and diverse services

» In-motion data leakage protection against loss over the web and through
email, with policies that include content, context, and destination
knowledge

» Services to understand data loss risk and develop data leakage
protection strategies that incorporate people, processes, and technology

» Protecting at-rest data by encrypting backup tapes and other storage
devices

» Providing data leakage protection from other avenues of risk, such as
unauthorized physical or network access, malware, and end-user actions

8/17/2009 7



"
D.L.P.—AD.R.M. APPROACH

per (Singapore Vendor “ S") “DIGITAL RIGHTS MANAGEMENT"

DISALLOW
- PRINT SCREEN
- SAVE TO SEPARATE FILE /LOCATION /FILE-TYPE
- CUT /COPY —PASTE
- Access via DOS format /flat-file / ASCII text /Frame ...

- TIME BOMB (AUTO EXPIRY /SELF-DESTRUCT) OF GIVEN DOCUMENT
IDATA . FILE

- PASSWORD PROTECT FILE-OPENING (so what’'s new?)

-DOCUMENT CAN BE OPEN BY PRE-DESIGNATED 'GOOD' / LICENSED

SOFTWARE ONLY THAT'S PRE-INSTALLED ON AUTHORIZED PC
« DOESN'T MATTER IF DESIGNATED DATA IS ON PORTABLE DEVICE E.G. THUMBDRIVE
- IT CAN'T BE READ BY UNAUTHORISED PC
« SPECIAL AUTHENTICATION E.G. IF WRONG 3 TIMES, PKI TOKEN LOCKS /SELF-
DESTRUCTS
« REMOTE WIPE CAPABILITY IN CASE OF LOSSOR MISPLACEMENT OF MOBILE

DEVICE
8/17/2009



D.L.P. — Other thoughts and issues

et o b s 1 & I1\s1 LI 1 \WJ r3~'II CAlL

- THUMBDRIVE (MP3 PLAYERS?, CAMERA / CELL PHONE RAM SD CARD?)
- MANY PCS TODAY HAVE SDCARD/MAGICSTICK READER SLOTS BUT YOU CAN'T PRACTICALLY KILL
THESE AND/OR USB DRIVE - FLASH STORAGE DEVICES

- THUMBDRIVE ENCRYPTION SOLUTIONS AVAILBLE AND FREE - EASY AND PORTABLE EG SECUREAGE, TREK.
SANDISK, BUT NOBODY CARES

- NETWORK PRINTER?

- EMAIL OUT? ANTI-SPAM SCANNER SCANS OUTGOING EMAIL FOR APPROPRIATE LANGUAGE, WORDS AND
ATTACHMENTS?

- EMAIL ACCESS USING NEW MOBILE 'SMARTPHONE' DEVICES

- SMARTCARD SDCARD CONTAINING SECURITY SOLUTIONS FOR MOBILE DEVICES (I.E. INSTEAD OF JUST FOR
STORAGE)
- PKI /CA

- HARD DISK AND PORTABLE STORAGE DEVICE AUTHENTICATION AND ENCRYPTION E.G. POINTSEC - SO IF YOU
LOSE YOUR PC, IPOD, PORT HARD DISK OR THUMBDRIVE OR SMARTPHONE, YOU DON'T HAVE TO FEAR THE
DATA on it BEING COMPROMISED ...

- EMAIL ENCRYPTION AND AUTHENTICATION SOLUTIONS
- e.g. if you send to wrong /unauthorized user no sweat because they can't read it
- CLOUD COMPUTING?!

-EAVESDROPPING, SESSION-HIJACKING, MAN-IN-THE-MIDDLE, ...

-keyboard logger and defense? Phishing
- BLUETOOTH P.A.N. LOCAL DATA TRANSFER - bluejacking? accidental on-always bluetooth?
8/17/2009 9



New D.L. issue - Software Imperfection
- Information Leakage and Improper Error Handling

m Unneeded (or restricted) information made available
via application/code errors or other means.

m [mplications?
Sensitive data exposed
Web App internals and logic exposed (source

code, SQL syntax, exception call stacks, etc.)
Information aids in further hacks

CSSLP

8/17/2009 Certified Secure Software Lifecycle Professional 10
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Glitch spills UBS clients” info

"I One-Minute World News

Last Updated: Tuesday, 21 August 2007,
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Monster attack steals user data

& FORMER clerk who illegally ac-
cessed information om insuranes poli-
E}'h-nldl:ls was fined $13,000 on Mon=
HS

Helen Foo Mei Hwa (right), 41, ad-
mitfed to three charges of mining in-
formaticn on 156 policyhelders from
ber workstation withowt clearance
Post Resume| from The Asia Insurance Company,
Eormoa mo ] her then-employer in August 2005,

Twa other similar charges were
taken into consideration,

She macend mm the dotaile fooamcine

Us job website Monster.com
has suffered an online attack
with the personal data of
hundreds of thousands of users
stolen, says a security firm.

Find Jobs

My Monster

A computer program was used to
access the employers' section of
the website using stolen log-in
credentials.

: . Monster is 8 leading online
Symantec said the log-ins were  zarvice

used to harvest user names, -

THE STRAITS TIMES

" .=l SOMETHING ELSE IS OUT THERE ....

Ing itz rabe againgt misusing or di-
wulging information. She is now a
freelance insurance agent.

Her lawyer, Mr Suresh Damo-
dara, said his client, who is separat -
ed aml has fwo children, had mot ben-
efited from the offences. He added
that the last three years had been
tranmatic for her, with the Investiga-
tion hanging over her head.

She could have been fined up to
25,000 andSor jailed for up to bwo
vears on each charve.

$12k fine for accessing clients’ data

THURSDAY MARCH %, 260

mail addresses, home addresses and phone numbers, wh
were uploaded to a remote web server,

Security flaw on SDU
website allows access
to members' accounts

TUE MAR 03 09 MYPAPER  and personal details

SII&G&PQB E By Ciian Cri-LoonG

OWER 30,0000 members of the So-
vinl Development Unil (SDU) have
been bocked out of e matchmak-
er's website, after a computer secu-
rity faw was uncoverad.

This flaw on SDU's website
5 [Iuwb}'lu.urp..»:{, which has been
M Tan Teik Guan, chicf

up mnée 2000, allows members to

the incident and has im- : ?
P access other members’ accounts in

Wealthy customers saw details of others’ ontme
accounts, but bank says number affected is small

TECHNICAL glitch at
A Swiss bank UBS gave its

wealthy customers in Sin-
gapore and Hong Kong a shock
last week when they logged on
to their online accounts.

The pnvate-banking clients
found confidential details of ath-
er clients’ bank statements and
account information instead of
their own. Clients” online ac-
counts, though, do not indicate

thair namac

Asked how many clients
were affected, all she said was
that “some limited account infor-
mation concerning a small
number of UBS wea manage
ment clients was accessible by a
very limited number of other sys
tem nsers”. She added that few-
er than five accessed the infor-
mation.

She told my paper the glitch
oceurred “as a result of an inad
vertent technical error following
an information-technology sys-
tem upgrade over the weekend

plemented measures to prevent
a similar oceurrence in the fu-
ture.

The bank also reported the in-
cident to the banking authori-
ties here and in Hong Kong: the
Monetary Authority of Singa-
pore (MAS) and the Hong Kong
Monetary Authority (HEKMA).

Asked about what MAS
would be doing, its spokesman
said that “we are following up
with the bank”, but did not elab
orate,

The HKMA said it is “follow-
ing up with the bank on any im-
pact... and the remedial meas-
ures that should be taken”.

Its spokesman added: "We
have requested the bank to sub-

ecutive of Data Security Syste)
Solutions, said such acciden
leaks of confidential inforn
tion could lead to “embarrass
situations for clients and repu
tion risks for banks”.
“Intentional leakages ¢
more serious as the dat:
(could be) used for more m:
cious activities,” he said.

feennyc@sph.com.sg

HELPDESK HM¥4

71 Glitch: /& pE
Xido gu zhang

Bl Panfidantial

addition to their own, and leaves
theirpersonal details open to expo-
sure,

The member login portion of the
site was taken ﬁwnmf mainte-
nance on Tuesday night alter The
Siraits Times alerted the Ministry
of Community Development,
Youth and Sports (MCYS), which
overses the SIN, to the problem.

I uneorected, the faw allows
users lo see other members” per-
sonal details like name, age, sakary,
telephone numbers and e-mail ad-
dlress.

The accounts are thus wide open
to hacking and impersonation, but
as of loday, there rs een no case
reporte

An HUU spakesman said the

*possible of security™ was
Baeing i d, and online ser-

HOTO: WONG KWALTHOW
u.l'-kLEOT 1EL

Dating site’s weakest lmk exposec

SDU says son
WE ARE currenthy
inunw-ﬂm i pomssibl
of x:cun-ﬁ ot the SO
SDUs online serviees
remain suspended wn
nice,

Inthe meantime, §
take all necossary stip
stremglhen secunty a6
website and keep men
informied of the enhan
procedure when servii
resme, Members may
SOLEF they have axp
any prablems with thy
so far.

W sincerely apolo
the inconvenience cay
this unfortunate incide
will Lake all nevessa)
Prevent dmilar pwbr{
‘ooouming in future.

Infocomm
authority sa
ALL government web

secunly measures in pl
protect the integrity of
information. The indd
has happened isan iso)
says the Infocomm
Developmenl Authork
Singapare.
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School website tests
show up security lapses

Personal data of staff
and students are leaked
easily, savs online group
§ By KnpsirmasT Sosa

FOE § sedk . mpmiters of om oeddng [ -
ity ki @b lhe Sieglisie Secarily
Bleehu S up (3 5000w nds S war
slivs of varksiss sohols asd rims a=ay
wlth gletily ol puerieridl ielormel min, sich
si pbdresers and denibty cand amd tele-
o mireheers of Stafd and shisbeite

SR miemebers Bd ne® have In imy
ey i o b,

P Bgedrlig, rwane of BN YR wak
fimeddedl Sl Pty Al was bike dimech i
pmed sich @ Geople - and e mlomma -
Phin Bl b dhe'tr Dapes Jias® Be Hhat

In oo rae, the iser mamy- and poes
ol of 4 dlklvin adsinieiatog alin

popped up. Wk fhese, o Backer poalid
iis# thie s rver & 1 samdaery schionl 1o
eend s eikiges 1 aien hail on lide
nel prencgzaptic wehsee.
wld ] e b s sl Techradigz ol -
Fewrr ol ae [T Sere, W Woag Doan Gl
w b ] Thee 5 riaihs Timies dadumsnls (on-
Laredi g periniesl Inlen reaboni i The wael
sliox ni 2 wmivenily; 2 unicr callge, o
prierhein, e sevonesey schonk anil e
primary acBaol which they doarmd,

S late fraks e nol o

Iz Bamzary, Inlpmd sscuriby fGzm
Ternd Mirro sk [ o ool itesd of [ean!
AT SR popaane- s PR - #hich 1T Lermied
“irpifalin”™ - Fhal were guilly af sstasily
lapars. Il dev¥ned 1o mone 56 sHes
which were mebnly onkne shopping ger-
Lals aail ccmmiedry aitea.

Bdoe omlnmusly, gald Tiead My,
1 &0 dileh - Which hdie Frice ¢leibed
up ik aed - ks fuon juet @ sl e
proertbewn od heeor weith e | oresl tbe s nns
U jhba P

FEMG lindings comiirm tels viee

Thae leoge o8 dala privsry hisd hesen
ralssE In Far o ent te Japoary 5 M Lo
Bex! Wah, ar MP loe dng Mo Kk GRC

I hils wiliten repl. then - BInEter [
Irdarmatios, Communleatioone and ®he
Aife e Boom Vang ild a8 \ler-mink-
Pry edminred! Tew Sk dhridy seileahig e
fegr " dote pratecilos bl cormples 1
stie, W% cuteealve irtpa® an all dair
hadideie, this srbied @ il] Dalie o g

Meupa®lle, ligees did conllndag,
wamned 358G eemben Lok Thae.

Arunng the Epers fhal the g \
whizh hH" 1 II_£I1I mrmbs, :hnr::T
ared: A leacher 3l Presbplerom Hiah
Srhan] preted the names, logefe wiib
= 10 nimm berrn, ab #2 lormer shide b e
waved oar arertatioe meogroerme o
M= bt of 19 g honl wear

Alhdugh meae? oo the sehml s=aid,
B Infoemea® bn Beeime oocesslile Boall
e Ul s had e assgied e v
st viewing righls, sald priscipal Lim
Wan Huik

Feachar karew alum baen remeidad that
¥ w spamyt achanl poliey &0 inchads 10
:Ill-l"?-.il'l onkne rhﬁlnli. b arkded.

e darment on 1B wehisile of fhe
Furina| Leeverslly of Slngepear [MLIS]
had the personsl pantiulye ol 8 wesash
fellne, teciudbng his wliess be China

An HLUE spakasman watd T2 uasr wira
mvhand no! 1o divlge persansl frderme-
Fion In dats stooed bor pobbe A eas and
Ehey needd to bace personal I'l-'.l_lﬂ!llh‘"l:.‘
o avy dnsloane

Rl rll:]:,-f:hr_'. Auekroman Khng
En Wieng blamed e b of names, IT
mirmbere il & -pall sl depnses of TOHY af-
defits an “heman eamar, Jfad sIkd slep
hevs besm lakoew 20 prevent anp reLuT-
EFEF.

B3 TR 0 DT s&=nmily pansultet,
winied fhat such Eraveatlon (aufd e
tieed In Kdnappdng scams=. ~Thaaks i
ey wegHied, orlminals comld havi de-
Falls fo coniviner Tamily mem®ers ot P's
a real Flibepping when s fmaPy, He st
@ k!

Almipdy emaving ke himeRts
Erorm wepediilres wrlgh! ned miean Fhey ars
Ao Binger avallabiles, Thewe ookl have
Beedi Erehived Iy search engbies amd 2he
aiteceed parles. sl have fi seqpeeat
Fledd The i tisirtils D roiiesyed

My THoe galid; - D imnents wFh
el filier i afion ahaiil B gudied oy
ah weleited with the arcecay dale
paanile suich o restrifed Sk

ek L Geabage b coneemrid e

Why leaks occur

THEHE are Bsur miahs seasoos sy
dats besles oo, s s BLr Wang Cresi
[ TR

Thise are:

L Wl arrvers that sse Tedesiend
willh ralwioe, o ria B Loes
prl ke, Thit siphieis ofl
infaereatiom [ram fhe s,

L WalnerwtdlF ks i Wb
sppiicafions, surh as poary
wrFlen appilstione, 15 heve lew
o7 M3 safepamls & e
Iniboarras thom e Belng. aiirssed
b il perara

L Misconiigurad Wk sareers
whick revesd mces minmatoan
Hhem nece sy

A, Rt Tl ehiarsd
i W RErEE e W Bl apeak
el

Fuits fegkape srisng fromn
Inles i Wiak deruers gl
wlrerrehbe gk at o povalyl
prowe coly ta peevent, sl 1T
Epeclalats. Thedr setmales wees
Frrann B0 00l preeard s,

Ractibying morodgwed Web
arrvers el T‘lﬂll acrEns
rnesmobe conkd d—rﬁ tha
ENETE AN i,

8/17/2009

12



LiETs -
ST I-E S0 comiments

Thiz post was updated st 2:18 p.m. POT with comment from an oulzide dafabsze zecurly soffware vendor,
Haokers broke into the University of Californiz at Berkeley's health services center computsr and potentially stole the personal
inforrnation of more than 180,000 students, alumni, and others, the university announced Friday.

At particular risk of identity theft are some 87,000 individuals whose Socisl Security numbers wers scosssed |
still unclear whether hadeers were 3ble to match up those S5Ms with individual namses, Shelton Waggenser, U

officer, said in 3 press conference Friday afterncon.

The sttackers scoessed 2 ¢

SeCcUrsed gatanases stored o

[rata {hefl

databases contsined health insurance information and non-treatment ] )

medical information, such 8s immunization records and namses o | LT kA

doctors patients had ssen. Mo medical records (e patient disgnoses
treatments, and therapies) were taken, as they are stored in a separate Fesources
systemn, emphasized Steve Lustig, sssociate vice chancellor for heslth Mational credit bureaus

and human services.
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Their ID has not been stolen,” he added. "Some data has besen stolen.

The server breach began on Cctober 8, 2008, and continued through April 2, when 8 campus computsr administrator doing routine

maintonaonma Adicrmacored Fmoccanos left ey the attadiere | ee indicate that the hade Arininoted fren reccresoes “rrienarile in the &czian
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