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Welcome to THE SMARTER PLANET
Globalization and Globally Available Resources

Web 2.0
Billions of mobile devices 

accessing the Web

Web 2.0

SOA

Access to streams of 
information in the Real Time

New Forms of

New possibilities.
New complexities.
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New Forms of 
Collaboration New risksNew risks.



Regulation & Compliance SARBANES OXLEYRegulation & Compliance SARBANES-OXLEY, 
HIPAA, BASEL II …

� It is part of doing business � More than just
Confidentiality Integrity

� Business Continuity
� An environment of TRUST

� F d i b i

Confidentiality, Integrity
and Availability
� Privacy

� For doing business
� Ensure Orderliness in Internet world
� Promote Economic growth 3rd Party Customer Data
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SUMMARY : DATA LEAKAGE / LOSS

• “New” “Term” (“Jargon”) introduced out of post-Enron regulatory-
compliance Sarbanes-Oxley Basel II HIPAA ISO-27001 (17799)

SUMMARY : DATA LEAKAGE / LOSS

compliance Sarbanes Oxley, Basel II, HIPAA, ISO 27001 (17799)  
etc

• technically, the issue and concept is not new at all
• term “popularized” in 2006• term popularized  in 2006

• So, what happened to the data?  Where did it go?
O i i l S it t f C I A till li• Original Security mantra of C.I.A. still applies –

¾ Confidentiality of the data – STOLEN?
(a copy of it was taken but the original left intact)

¾ Integrity of the data – DAMAGED?
(corrupted /modified)

¾ Availability (Accessibility) of the data – GONE?
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y ( y)
(destroyed /erased)



D L P per WikipediaD.L.P. – per Wikipedia

� A computer security term referring to systems that:A computer security term referring to systems that:
- identify, monitor, and protect

¾ data in use (e.g., endpoint actions), 
¾ data in motion (e.g., network actions), and ( g , ),
¾ data at rest (e.g., data storage) 

� through deep content inspection and with a centralized management 
framework. 
� The systems are designed to detect and prevent the unauthorized use 
and transmission of confidential information.

� Also referred to by various vendors as 
☺ Data Leak Prevention
☺ I f ti L k D t ti d P ti (ILDP)☺ Information Leak Detection and Prevention (ILDP),
☺ Information Leak Prevention (ILP), 
☺ Content Monitoring and Filtering (CMF)
☺ E tr sion Pre ention S stem b analog to IPS
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☺ Extrusion Prevention System by analogy to IPS



D.L.P – per Vendor “S”D.L.P per Vendor S

Comprehensive coverage of confidential data across endpoint, p g p
network, and storage systems - whether the users are on or off the 
corporate network.  By measurably reducing risk, … gives 
organizations new confidence to demonstrate compliance whileorganizations new confidence to demonstrate compliance while 
protecting their customers, brand, and intellectual property. 

Discover - Discover where confidential data is storedDiscover - Discover where confidential data is stored.

Monitor - Monitor how confidential data is being used.

Protect - Protect and prevent confidential data loss.

M M d f ifi d d i li iManage - Manage and enforce unified data security policies.
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D L P – per Vendor “C”D.L.P. per Vendor C
• helps organizations assess risk and prevent data loss over the highest points 
of riskof risk

• safeguards proprietary information against security threats due to enhanced 
employee mobility new communication channels and diverse servicesemployee mobility, new communication channels, and diverse services

¾ In-motion data leakage protection against loss over the web and through 
email, with policies that include content, context, and destinationemail, with policies that include content, context, and destination 
knowledge

¾ Services to understand data loss risk and develop data leakage p g
protection strategies that incorporate people, processes, and technology

¾ Protecting at-rest data by encrypting backup tapes and other storage 
devices

¾ Providing data leakage protection from other avenues of risk, such as 
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unauthorized physical or network access, malware, and end-user actions



D L P – A D R M APPROACHD.L.P. A D.R.M. APPROACH
per (Singapore Vendor “S”)   “DIGITAL RIGHTS MANAGEMENT”

DISALLOWDISALLOW
- PRINT SCREEN
- SAVE TO SEPARATE FILE /LOCATION /FILE-TYPE
- CUT /COPY –PASTECU /CO S
- Access via DOS format /flat-file / ASCII text /Frame …

- TIME BOMB (AUTO EXPIRY /SELF-DESTRUCT) OF GIVEN DOCUMENT ( )
/DATA . FILE

- PASSWORD PROTECT FILE-OPENING (so what’s new?)

-DOCUMENT CAN BE OPEN BY PRE-DESIGNATED 'GOOD' / LICENSED 
SOFTWARE ONLY THAT’S PRE-INSTALLED ON AUTHORIZED PC

• DOESN’T MATTER IF DESIGNATED DATA IS ON PORTABLE DEVICE E.G. THUMBDRIVE 
- IT CAN'T BE READ BY UNAUTHORISED PC
• SPECIAL AUTHENTICATION E.G. IF WRONG 3 TIMES, PKI TOKEN LOCKS /SELF-
DESTRUCTS
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DESTRUCTS
• REMOTE WIPE CAPABILITY IN CASE OF LOSSOR MISPLACEMENT OF MOBILE 
DEVICE 



D L P – Other thoughts and issuesD.L.P. Other thoughts and issues
- THUMBDRIVE (MP3 PLAYERS?, CAMERA / CELL PHONE RAM SD CARD?)

- MANY PCS TODAY HAVE SDCARD/MAGICSTICK READER SLOTS BUT YOU CAN'T PRACTICALLY KILL 
THESE AND/OR USB DRIVE - FLASH STORAGE DEVICES

- THUMBDRIVE ENCRYPTION SOLUTIONS AVAILBLE AND FREE - EASY AND PORTABLE EG SECUREAGE, TREK. 
SANDISK, BUT NOBODY CARES

- NETWORK PRINTER?

- EMAIL OUT?  ANTI-SPAM SCANNER SCANS OUTGOING EMAIL FOR APPROPRIATE LANGUAGE, WORDS AND 
ATTACHMENTS?

- EMAIL ACCESS USING NEW MOBILE 'SMARTPHONE' DEVICES

- SMARTCARD SDCARD CONTAINING SECURITY SOLUTIONS FOR MOBILE DEVICES (I.E. INSTEAD OF JUST FOR 
STORAGE)
- PKI /CA

- HARD DISK AND PORTABLE STORAGE DEVICE AUTHENTICATION AND ENCRYPTION E.G. POINTSEC - SO IF YOU 
LOSE YOUR PC, IPOD, PORT HARD DISK OR THUMBDRIVE OR SMARTPHONE, YOU DON'T HAVE TO FEAR THE 
DATA on it BEING COMPROMISED ...

EMAIL ENCRYPTION AND AUTHENTICATION SOLUTIONS- EMAIL ENCRYPTION AND AUTHENTICATION SOLUTIONS
- e.g. if you send to wrong /unauthorized user no sweat because they can't read it 

- CLOUD COMPUTING?!

-EAVESDROPPING, SESSION-HIJACKING, MAN-IN-THE-MIDDLE, ...
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, , ,
-keyboard logger and defense? Phishing
- BLUETOOTH P.A.N. LOCAL DATA TRANSFER - bluejacking? accidental on-always bluetooth?



New D L issue - Software ImperfectionNew D.L. issue - Software Imperfection 
- Information Leakage and Improper Error Handling

� Unneeded (or restricted) information made available 
via application/code errors or other meansvia application/code errors or other means.

Implications?� Implications?
� Sensitive data exposed
� Web App internals and logic exposed (source

code, SQL syntax, exception call stacks, etc.)
� Information aids in further hacks
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SOMETHING ELSE IS OUT THERE ….
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